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1.0	 INTRODUCTION
The digital world is undergoing a major change due to the 
widespread use of the Internet of Things. Smart devices 
are being connected to important systems like autonomous 
transport, smart grids, remote health monitoring, and factory 
automation. This trend creates data volumes that central 
computing models cannot handle easily. Experts predict 
that billions of devices will be connected by 2030 and will 
produce massive amounts of data annually. Standard cloud 
computing offers strong power and storage but has physical 
limits regarding speed and network traffic. Tasks that need 
immediate results, like avoiding crashes in vehicle networks 
or using remote surgery tools, cannot wait for data to travel to 
a central cloud. The delay is often too high and could lead to 
serious failures in these critical situations.   

Fog computing has emerged as a strategic solution to these 
challenges. Originally defined by Cisco, this approach extends 
cloud functions closer to the network edge and enables local 
data processing, storage and networking. This decentralisation 
significantly reduces delay, saves backbone network 
bandwidth and improves location awareness. However, this 
architectural shift changes the security landscape. Cloud data 
centres typically use defined physical and digital boundaries 
for protection. In contrast, fog nodes are geographically 
dispersed and often sit in physically accessible places such as 
roadside units or smart building gateways. This makes them 

highly vulnerable to various threats, including the injection of 
unauthorised nodes, interception attacks and data tampering 
during local processing.

The primary motivation for this research lies in the 
urgent necessity to reconcile the performance benefits of 
fog computing with the rigorous security demands of modern 
digital infrastructure. While fog computing addresses the 
latency issues of the cloud, it inadvertently expands the attack 
surface. Traditional security mechanisms, such as centralised 
Certificate Authorities (CAs) or heavy asymmetric encryption 
protocols, often reintroduce the very latency and bottlenecks 
that fog computing aims to eliminate. Furthermore, centralised 
security models represent a single point of failure; if the central 
authority is compromised, the entire network is at risk.

Blockchain technology offers a robust solution to these 
challenges through its decentralised and transparent record 
system. This approach distributes the work of checking and 
saving transactions across a network, which removes single 
points of failure and builds trust. The permanent nature of 
the records guarantees that data origins are clear, while 
smart contracts automate access rules without human input. 
However, using blockchain in fog environments with limited 
resources is difficult. Standard consensus algorithms like Proof 
of Work require high computing power and energy. Using these 
heavy processes on fog nodes causes problems because 
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these devices often rely on batteries or have low processing 
power. This extra load can rapidly drain resources and slow 
down services, which acts against the core efficiency goals of 
fog computing.

Guided by these challenges, this study pursues the 
following objectives:
1.	 To comprehensively assess the security vulnerabilities 

inherent in decentralised fog architectures, specifically 
focusing on data integrity and authentication.

2.	 To develop a customised blockchain-based security 
framework simulated within the iFogSim environment that 
mitigates these vulnerabilities.

3.	 To rigorously quantify the performance trade-offs between 
enhanced security (via blockchain difficulty) and system 
efficiency (latency, throughput, and energy consumption).

4.	 To analyse and propose scalability solutions, such as 
sharding and Layer-2 protocols, to mitigate the identified 
computational overheads and render the architecture viable 
for large-scale IoT deployments.

2.0	 LITERATURE REVIEW 
This section provides a critical analysis of the current state 
of research regarding the convergence of blockchain and fog 
computing. It moves beyond a cursory overview to examine 
the architectural evolutions, security implications, consensus 
mechanisms, and specific technological interventions proposed 
in recent scholarship.

2.1.1  The Evolution: Cloud to Fog to Edge  
Fog computing emerged as an extension of cloud computing, 
introduced by Cisco in 2012 to reduce latency and bandwidth 
usage by decentralising data processing closer to the network 
edge (Bonomi et al., 2012). Initially, research focused on 
establishing the architecture and addressing security and 
privacy challenges, with recent advancements integrating 
technologies like edge computing and AI (Gill et al., 2024). 
Satoshi Nakamoto introduced blockchain technology in 2008 
as the foundation for Bitcoin, but the field has expanded far 
beyond just digital currency (Nakamoto, 2008). Ethereum 
added smart contracts in 2015, which allowed the technology 
to support decentralised finance and supply chain management 
(Buterin, 2015).

Current projects aim to improve capacity, security and 
the ability of different systems to work together. Solutions 
like Hyperledger Fabric now address these specific business 
requirements (Androulaki et al., 2018).Fog computing was 
introduced to address the inadequacies of cloud computing 
in handling the "velocity, variety, and volume" of IoT data. 
The literature consistently identifies latency and bandwidth 
conservation as the primary drivers for this shift. Hazra et al. 
(2023) emphasise that while cloud computing offers superior 
storage, the latency induced by data transmission is unacceptable 
for delay-sensitive applications. However, definitions vary; 
"Edge Computing" typically refers to processing at the device 
layer itself (e.g., on the sensor or smartphone), while "Fog 
Computing" encompasses the continuum of infrastructure 
(gateways, routers, micro-datacentres) between the edge and 
the cloud. This distinction is crucial for security modelling, as 

fog nodes often possess sufficient computational capacity to 
perform validation tasks (mining) that edge sensors cannot.

The hierarchical nature of fog computing creates a 
unique environment for data flow. In a typical scenario, data 
moves from IoT sensors (Layer 1) to Fog Nodes (Layer 2) for 
immediate processing and short-term storage, and finally to the 
Cloud (Layer 3) for long-term analytics and archival. This multi-
hop transmission path increases the risk of data modification or 
interception. Recent studies have highlighted that securing this 
"computing continuum" requires a unified trust layer that spans 
all three tiers, a role for which blockchain is uniquely suited.

2.1.2  Security Landscape in Fog Computing  
The transition to fog computing redistributes trust. In a cloud 
environment, trust is centralised; in fog computing, trust must 
be distributed. The literature identifies three critical security 
pillars in this domain: Data Integrity, Secure Communication, 
and Access Control.

Data Integrity and Authenticity: Ensuring that data remains 
unchanged as it traverses multiple hops is critical. Recent 
frameworks suggest tracking data provenance to prevent 
tampering as it moves through the fog layer. Aazam et al. 
(2018) proposed a history-based verification mechanism, 
but such centralised approaches can face scalability limits. 
Blockchain's immutable ledger provides a superior alternative 
by creating a permanent, hash-linked record of data states at 
every hop. Any unauthorised modification to a record would 
invalidate the hash chain, making the tampering evident to all 
nodes in the network. 

Secure Communication: The decentralised nature of 
fog requires dynamic secure channels. Traditional Public 
Key Infrastructure (PKI) can be cumbersome to manage 
in highly dynamic fog environments where nodes join 
and leave frequently. Studies have utilised blockchain to 
manage encryption keys, effectively replacing centralised 
PKI infrastructures that often act as bottlenecks. Jumani et 
al. (2023) reviewed various key management schemes and 
concluded that blockchain-based decentralised key distribution 
significantly reduces the latency associated with session 
establishment compared to centralised servers.

Access Control: Blockchain has been demonstrated as 
a utility for decentralised access control. Instead of a central 
server validating every request, smart contracts can automate 
authorisation based on immutable rules. This method, often 
referred to as Attribute-Based Access Control (ABAC), allows 
for fine-grained permissions (e.g., "User A can access Sensor 
B data only if Location is Hospital"). Yaraziz et al. (2024) 
demonstrated that blockchain-based access control enhances 
privacy and reduces verification latency by eliminating the 
round-trip to a central authentication server.

2.1.3  Blockchain Integration and Consensus Mechanisms  
The integration of blockchain into fog computing, often termed 
FogChain, aims to create a trusted layer over otherwise 
untrusted infrastructure. However, the choice of consensus 
algorithm, which defines how nodes agree on the validity of 
transactions, is the most critical factor in determining the 
feasibility of this integration.
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2.1.4  Proof of Work (PoW)
Traditional consensus mechanisms like Proof of Work require 
the system to solve difficult cryptographic puzzles. This process 
effectively stops attackers from creating multiple fake identities 
to control the network. However, the method uses excessive 
energy and demands high computing power. Research by Nasir 
et al. (2024) indicates that using Proof of Work on fog nodes 
with limited resources drains batteries rapidly. This approach 
also causes significant delays and makes it unsuitable for 
Internet of Things applications that need immediate responses.

2.1.5  Proof of Stake (PoS)
PoS addresses the energy issues of PoW by selecting validators 
based on their "stake" (wealth) in the network. While significantly 
more energy-efficient, standard PoS can lead to centralisation 
where the "rich get richer." In an IoT context, where devices 
do not hold currency, PoS must be adapted to use metrics like 
"reputation" or "resource contribution" as the stake.

2.1.6  Proof of Authority (PoA)
PoA is increasingly cited as the most suitable consensus 
mechanism for permissioned fog networks. In PoA, validation 
rights are restricted to a set of pre-approved, trusted nodes 
(authorities). This eliminates the need for mining, allowing for 
high transaction throughput and negligible energy consumption. 
Recent studies (Pajooh et al., 2021) highlight PoA's ability to 
maintain high security in industrial environments where the 
identity of the fog nodes (e.g., owned by a specific factory or 
city municipality) is known.

2.1.7  Practical Byzantine Fault Tolerance (PBFT)
Practical Byzantine Fault Tolerance relies on a voting 
mechanism where nodes communicate through three distinct 
phases known as pre prepare, prepare and commit. This 
approach provides immediate confirmation and ensures the 
system remains functional even if one third of the nodes act 
maliciously. However, the amount of communication required 
grows rapidly as the number of nodes increases. This heavy 
message traffic creates a challenge for deploying the system in 
large fog networks that involve thousands of devices.

2.1.8  Sharding and Layer-2 Solutions
Scalability remains the "Achilles' heel" of blockchain integration 
in high-volume IoT networks. A linear blockchain, where 
every node processes every transaction, cannot match the 
throughput of centralised databases.

Sharding: Sharding involves partitioning the blockchain 
network into smaller, independent groups called "shards," each 
capable of processing transactions in parallel. In a fog context, 
sharding is often geographic (e.g., grouping nodes by physical 
proximity) or functional (e.g., separate shards for traffic data 
and environmental data). This significantly increases the 
transactions per second (TPS) of the system. However, 
maintaining security within small shards and handling cross-
shard transactions (which require synchronisation between 
shards) introduces significant complexity.

Layer-2 Protocols: Layer 2 solutions operate above the 
main blockchain to move processing work away from the 

primary network. Methods such as Rollups collect hundreds of 
transactions externally and send only a single proof of validity 
to the main chain. State Channels allow two parties to conduct 
many exchanges in private and only settle the final balance 
on the main ledger. These strategies are vital for managing the 
frequent small transactions typical of smart devices. They ensure 
the main network does not become blocked and keep costs low.

2.2	  Research Gaps Addressed  
Despite the rich literature, significant gaps remain. Many studies 
discuss these concepts theoretically or use generic network 
simulators that fail to capture the specific resource constraints of 
fog devices. There is a lack of empirical research that:
1.	 Quantifies the specific energy and latency penalties of 

blockchain integration using a dedicated fog simulator like 
iFogSim.

2.	 Provides a direct comparison of how different difficulty 
levels in consensus algorithms impact the "Sense-Process-
Actuate" loop of IoT applications.

3.	 Evaluates the practical trade-offs between security levels 
and system responsiveness in a simulated healthcare 
environment.

This research aims to bridge these gaps by providing a 
comprehensive simulation framework and empirical data analysis.

3.0	 SYSTEM DESIGN AND METHODOLOGY 
This research presents a structural framework that places 
blockchain features directly within the fog layer. The design 
focuses on the sense process actuate model common in smart 
device applications. It adds a verify record cycle powered by 
the blockchain. This double loop system ensures that data 
moves quickly to the control mechanisms while the system 
keeps a secure history log.

3.1	  Justification for Using iFogSim  
The selection of the simulation tool is critical for the validity 
of the results. iFogSim was chosen over alternatives such as 
CloudSim, EdgeCloudSim, or generic network simulators (like 
NS-3) for specific reasons derived from comparative analyses:
1.	 Hierarchical Modelling: Unlike CloudSim, which focuses 

on flattened data centre architectures and virtual machine 
(VM) provisioning, iFogSim natively supports the tree-like 
topology of Fog computing (Cloud -> Proxy -> Gateway -> 
End Device). This allows for the realistic modelling of data 
flows that traverse multiple hops up and down the hierarchy, 
capturing the latency introduced at each layer.

2.	 Sensor-Actuator Model: iFogSim includes specific Java 
classes for Sensor, Actuator, and Tuple, allowing for 
the realistic modelling of the IoT application loop. This 
is distinct from EdgeCloudSim, which focuses more on 
networking and mobility but lacks the detailed application 
module dependency modelling required to simulate a data 
processing pipeline (e.g., Sensor -> Processor -> Database).

3.	 Energy Models: iFogSim provides built-in classes for 
calculating energy consumption based on CPU usage 
modes. The FogLinearPowerModel class allows the 
simulation to track energy usage dynamically as the 
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workload changes, enabling the precise quantification of the 
"energy penalty" introduced by blockchain mining operations. 
This is essential for evaluating the sustainability of the proposed 
framework.

4.	 Application Placement Policies: iFogSim allows for 
the definition of module placement strategies (e.g., 
ModulePlacementEdgewards), which determine where specific 
application modules run. This is crucial for testing the impact of 
moving the "mining" module from the cloud to the fog.

3.2	  Security Framework Components  
The key components of the proposed framework are detailed in 
Table 1.

3.3	  System Architecture and Methodology Flow  
The system architecture consists of three logical layers: the IoT 
Layer (sensors generating raw data, e.g., EEG signals), the Fog 
Layer (intermediary nodes performing computation, mining, and 
local storage), and the Cloud Layer (centralised servers for long-
term archival and global analytics). The interaction flow within 
the simulation follows a strict sequence to model a real-world 
transaction lifecycle. The overall methodology flow is illustrated in 
Figure 1.

3.4	  Methodology Flow  
The interaction flow within the simulation follows a strict sequence 
to model a real-world transaction lifecycle:
1.	 Data Generation: Sensors (modelled as Sensor entities in 

iFogSim) generate raw data tuples (e.g., EEG signals). The 
generation rate is determined by the transmit distribution 
parameter (e.g., deterministic 10ms intervals).

2.	 Encryption & Hashing: Before transmission, the tuple payload 
is processed. A SHA-256 hash of the payload is generated to 
create a unique fingerprint. In a full implementation, the payload 
would also be encrypted (e.g., AES-128), though the simulation 
focuses on the computational cost of hashing and consensus.

3.	 Fog Processing (Application Logic): The tuple is transmitted to 
a Fog Node (modelled as a FogDevice). The node executes 
the primary application logic (e.g., a ConcentrationCalculator 
module) to process the raw signal into a meaningful metric.

4.	 Blockchain Consensus (Mining): Simultaneously, the 
Fog Node acts as a blockchain miner. It bundles the 
transaction (the processed tuple and its hash) into a 
candidate block. The node then performs a Proof of 
Work (PoW) calculation based on the current Difficulty 
Level Bl . This involves repeatedly hashing the block 
header with a nonce until a value lower than the target 
difficulty is found. This step simulates the computational 
overhead of securing the block.

Table 1: Key Security Components in the Proposed Fog Framework

Component Functionality Role in Framework Technology/Mechanism

Data
Integrity

Verifying accuracy 
and consistency of 

data over
its lifecycle.

Ensures sensor data is not altered during 
transmission. Any modification to the tuple 

payload changes the hash, alerting the 
receiving node.

SHA-256 Hashing: Every data tuple generated by a 
sensor is hashed. The hash travels with the data and is 

verified at the Fog node.

Authentication Verifying the
identity of devices 

and users.

Fog nodes act as validators; only registered 
devices with valid cryptographic keys can 

submit transactions to the network.

Digital Signatures / PKI: Devices sign their data payloads 
with a private key. Fog nodes verify the signature using 

the device's public key stored on the blockchain.

Access
Control

Restricting 
resource access to 
authorised entities.

Automates permission logic (e.g., "Allow 
access if UserID matches OwnerID").

Prevents unauthorised query of sensitive data.

Smart Contracts: Self-executing code stored on the 
blockchain defines and enforces access policies 

dynamically (ABAC).

Availability Ensuring services 
are accessible 

despite failures.

Prevents single points of failure; if one fog
node fails, others hold the record, ensuring 

data persistence and system resilience.

Distributed Ledger Technology (DLT): The ledger is 
replicated across multiple Fog nodes. Consensus 

ensures all copies remain synchronised.

Non-
Repudiation

Preventing denial
of validity of
signed data.

Ensures devices cannot deny sending data. 
Provides a robust, immutable audit trail for 

liability and forensic analysis.

Immutable Ledger: Once a transaction (data entry) is 
confirmed in a block, it cannot be deleted or altered, 

providing cryptographic proof of origin.

Figure 1: Methodology Flow of the Proposed Framework
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5.	 Validation & Append: Once the PoW puzzle is solved, the 
block is broadcast to other nodes for validation. If the block 
is valid (correct hash, valid transactions), it is appended to 
the local ledger of all participating nodes.

6.	 Actuation: The processed application result is sent to the 
Actuator (e.g., a display or alarm), completing the feedback 
loop. Crucially, the network metrics (latency, energy 
consumption, network usage) are logged by iFogSim's 
monitoring engine throughout this entire process for 
analysis.

4.0	 IMPLEMENTATION AND TESTING 
This section details the simulation environment, specific 
parameters used to model the fog computing scenario, and the 
experimental setup.

4.1	  Simulation Environment Setup  
The simulation was built using the Java programming language, 
utilising the iFogSim toolkit libraries. The underlying hardware 
for the simulation host was a standard workstation (Intel Core 
i7 Processor, 16GB RAM, Windows 10), but the simulated 
environment modelled a distributed network of resource-
constrained devices.

The simulation scenario models a "Smart Healthcare" 
application, a domain where latency is critical and data 
sensitivity is high. The application structure is a Directed 
Acyclic Graph (DAG) consisting of three modules: EEG_
Sensor (Source) -> Concentration_Calculator (Processing) -> 
Display_Actuator (Sink).

4.2	  Simulation Parameters  
To ensure reproducibility and realism, the simulation parameters 
were carefully selected to mirror real-world fog hardware (e.g., 
Raspberry Pi 3/4 gateways) and typical network conditions 
found in LTE/5G or WiFi environments.

4.3	  Experimental Variables  
The core experimental variables manipulate the blockchain's 
behaviour and the network density to observe their impact on 
the fog network's performance:
1.	 Difficulty Levels Bl : Tested at values of 1, 3, 5, and 7. This 

parameter controls the computational cost of the mining 
function (specifically, the number of leading zeros required 

in the resulting hash). Increasing this value exponentially 
increases the difficulty.

2.	 Device Scalability Dm: The number of mobile devices 
(sensors) connected per fog node is varied between 2, 
6, and 10. This simulates low, medium, and high network 
congestion scenarios, allowing us to observe how the 
system scales under load.

4.4	  Mathematical Models  
The simulation relies on specific mathematical formulations to 
calculate key metrics.

Latency Model: The total latency (Ttotal) for a transaction is 
modelled as the sum of propagation delay (Tprop), processing 
time (Tproc), and queueing delay (Tqueue). In our blockchain-
integrated model, $T_{proc}$ includes the time taken for the 
consensus algorithm(Tconsensus).

Ttotal = Tprop + (Tproc_app + Tconsensus) + Tqueue

Energy Consumption Model: The energy consumption 
(E) of a fog node is calculated based on its power state over 
time.

E = ∫0
T  P(t)dt ≈ ∑(Pbusy × Δtbusy) + (Pidle × Δtidle)

Where Pbusy is the power consumed during processing/
mining, and Pidle is the base power consumption.

5.0	 RESULTS AND DISCUSSION 
This section presents the empirical data derived from the 
iFogSim simulations, interpreting the results in the context 
of the defined objectives. The analysis focuses on the trade-
offs between blockchain security (difficulty) and system 
performance (latency and energy).

5.1	  Average Block Creation Time  
The relationship between blockchain difficulty (Bl) and the time 
required to mine a block is non-linear, exhibiting the exponential 
growth characteristic of PoW algorithms.
1.	 Low Difficulty (Bl = 1,3): For all device counts (Dm), The 

block creation time remains negligible, typically under 200 
ms. This suggests that at low security settings, where the 
puzzle is trivial to solve, blockchain integration does not 
introduce significant latency penalties. The fog nodes can 
handle the hashing overhead without blocking the main 
application thread.

Table 2: Simulation Configuration Parameters

Parameter Value Description/Justification
Fog Device MIPS 2800 MIPS Processing power of the Fog Node, equivalent to a standard Raspberry Pi or mid-range IoT gateway.

Fog Device RAM 4000 MB Memory available for application modules and the blockchain ledger (DAG storage).

Uplink Bandwidth 10 Gbit/s High-speed connection from Fog Node to Cloud Proxy, simulating fibre backhaul.

Edge-Fog Latency 2 ms Low latency connection representing local WiFi or 5G edge access.

Fog-Cloud Latency 100 ms Higher latency representing the WAN connection to centralised cloud servers.

Sensor Workload 10 ms interval Frequency of data generation by EEG sensors, representing high-frequency streaming.

Tuple CPU Length 3500 MIPS The computational cost (instructions) required to process one data tuple.

Busy Power 107.339 W Power consumption of the Fog Node when the CPU is fully utilised (processing + mining).

Idle Power 83.43 W Baseline power consumption of the Fog Node when waiting for tasks.

Mining Difficulty Variable (1-7) The complexity parameter for the PoW algorithm, determining the required hash target.
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2.	 Critical Inflection Point (Bl = 5): A sharp, non-linear increase 
in mining time is observed. For a network with 10 devices 
(Dm = 10), the block creation time spikes to nearly 30,000 
ms (30 seconds). This indicates that the computational 
capacity of the fog nodes (2800 MIPS) is becoming fully 
saturated by the mining task. The nodes are spending more 
time hashing than processing sensor data.

3.	 High Difficulty (Bl = 7): At this level, the fog nodes, which 
share resources between data processing and mining, 
become completely overwhelmed. The system effectively 
stalls as the mining process consumes all available CPU 
cycles, leading to massive queue build-ups and packet drops.

These results corroborate findings by comparative studies on 
lightweight consensus, confirming that standard PoW is ill-
suited for resource-constrained fog environments unless the 
difficulty is kept artificially low. However, keeping difficulty low 
compromises security, making the chain vulnerable to brute-force 
attacks by adversaries with even moderate computing power.

5.2	  Impact on Execution Latency (Performance 
Trade-Off)  

The simulation also measured the Average Execution Time of 
the primary application tasks (calculating concentration from 
EEG signals).
1.	 Resource Contention: The results show that as blockchain 

difficulty increases, the execution time for non-blockchain 
tasks also increases significantly. For instance, at Dm = 10 
and Bl = 6, execution time jumps to ~190 ms, compared to 
~150 ms at lower difficulties.

2.	 Implication: This demonstrates a critical side-effect: 
Resource Contention. Since the Fog Node's CPU is shared, 
the intensive hashing required for mining "steals" CPU 
cycles from the primary application logic. This confirms that 
security mechanisms in fog computing cannot be viewed in 
isolation; they directly impact the Quality of Service (QoS) 
of the application. High-security settings (high difficulty) 
degrade the real-time performance of the health monitoring 
system, potentially delaying critical alerts.

5.3	  Energy Consumption Analysis  
Energy consumption is a vital metric for fog nodes, which may 
be battery-powered or energy-constrained. The simulation 
tracked the total energy consumed by the fog layer.
1.	 Energy Overhead: At low difficulty levels Bl = 1, the energy 

consumption is dominated by the application logic and data 
transmission. However, as difficulty increases to Bl = 5, the 
energy consumption spikes disproportionately. The nodes 
spend extended periods in the BUSY power state (107W) 
attempting to solve the PoW puzzle.

2.	 Sustainability Concern: The results indicate that 
implementing high-difficulty PoW in a fog network would 
drastically increase the operational carbon footprint and 
reduce the lifespan of battery-operated nodes. This reinforces 
the necessity for energy-efficient consensus mechanisms.

5.4	  Discussion: Scalability and Solutions  
The simulation results underscore a fundamental tension: 
maintaining high security (via high-difficulty PoW) renders the 

system unusable for real-time fog applications due to latency 
and energy costs. To address the scalability concerns, we 
propose the following solutions based on the findings and 
broader literature:
1.	 Sharding for Parallel Processing: To address the bottlenecks 

identified in Section 5.1, Sharding offers a viable path 
forward. Sharding involves partitioning the blockchain 
network into smaller, manageable groups or "shards," 
each capable of processing transactions in parallel. In a 
fog context, nodes can be grouped by geography (e.g., 
"Hospital Ward A" shard, "Traffic Intersection B" shard). 
This strategy reduces the validation workload on individual 
nodes and increases the overall speed of data processing. 
A node only checks transactions within its own group rather 
than validating the entire network activity. Communication 
protocols between different shards then ensure global 
consistency. Simulation studies indicate that sharding 
increases performance significantly.

2.	 Layer-2 Protocols (Rollups): Instead of writing every sensor 
reading to the main blockchain, fog nodes can aggregate 
thousands of readings off-chain using Rollups. In this 
model, the fog nodes perform the computation and state 
updates locally (Layer 2) and only submit a cryptographic 
proof (validity proof or fraud proof) to the main chain (Layer 
1) periodically (e.g., every 10 minutes). This drastically 
reduces the "Average Block Creation Time" and network 
bandwidth usage seen in our results, as the main chain 
is not clogged with high-frequency micro-transactions. 
This effectively decouples the sensor data rate from the 
blockchain's block time.

3.	 Transition to Lightweight Consensus: The study explicitly 
confirms that PoW is suboptimal for Fog. Future 
implementations should transition to Proof of Authority 
(PoA) or Practical Byzantine Fault Tolerance (PBFT).
•	 PoA: In PoA, identity serves as the stake; known and 

reputable fog nodes (e.g., those owned by the hospital) 
are given the authority to validate blocks. This eliminates 
the need for mining, reducing the block creation time to 
near-zero and removing the energy penalty.

•	 PBFT: PBFT provides a voting-based consensus that 
is robust and fast for smaller, permissioned networks 
typical of fog deployments. It offers instant finality, 
which is crucial for real-time applications.

6.0	 CONCLUSION 
This study presents a comprehensive evaluation of integrating 
blockchain technology to enhance security within fog computing 
systems. Using the iFogSim simulation environment, we 
successfully modelled the interaction between sensors, fog 
nodes, and the blockchain layer to quantify performance trade-
offs. The research identified critical vulnerabilities inherent 
in decentralised fog architectures, specifically regarding 
susceptibility to tampering and unauthorised access.

Furthermore, the simulation demonstrated the feasibility 
of injecting security modules directly into the standard data 
flow of the fog environment. The empirical results indicate a 
significant non-linear relationship between blockchain difficulty 
and system latency. Increasing the difficulty parameter from 
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1 to 5 resulted in an exponential rise in latency, reaching 
nearly 30 seconds, which renders high-difficulty Proof-of-Work 
(PoW) mechanisms unsuitable for real-time IoT applications. 
Additionally, the data established that PoW-based security 
imposes a severe energy penalty on resource-constrained fog 
nodes. While the integration of blockchain provides necessary 
guarantees regarding data immutability and provenance, the 
computational overhead of PoW creates a bottleneck that 
significantly degrades application performance.

Consequently, for fog environments to maintain both 
security and efficiency, implementation strategies must 
transition towards lightweight consensus algorithms, such as 
Proof of Authority (PoA) or Practical Byzantine Fault Tolerance 
(PBFT), or employ sharding techniques rather than traditional 
PoW. The computational cost associated with PoW exceeds the 
energy and latency budgets typical of fog infrastructure. Future 
research will expand the simulation framework to evaluate 
partitioned network designs and Layer 2 solutions. Specifically, 
we aim to develop a dynamic grouping algorithm that adjusts 
shard sizes based on real-time network traffic. Furthermore, 
the project plans to incorporate artificial intelligence to detect 
anomalies within fog nodes, identifying malicious actors prior 
to the consensus process. 
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